OAHI'IEZ AIAXEIPIZHZ PGP APXEIQN/RSA KAEIAIQN

ENOTHTA 1: OAHTI'IEZ ETKATAZTAZHZ EPTAAEIOY I'lA TH ATIAXEIPIZH PGP
APXEIQN KAI THN MIZTOMOIHZH THZ TAYTOTHTAZ TOY AMNMOZTOAEA

Ma Tnv KpunToypaPnon Twv apxeiwv - Ta onoia 8a avraA\docovTal Pe Tnv Tpansla — r) Kai
TNV NIOTOMOINON TNC TAUTOTNTAC TOU aNOOTOAEA PE TNV WNQIAK unoypagr) Tou, Kabwg Kal
yia Tn diaxeipion Twv dnuociwv/puoTikwy (RSA) KAEIdIOV kKaTda To npoTuno PGP, anarreital n
£ykaTaoTaon oxeTIKOU JIaXeIpIoTIKOU epyaAeiou (undpyouv diabeaiya aTo d1adikTuo).

MapakdTw akoAouBei Nnapddelyua OXETIKAG dIAXEIPIOTIKAG EPAPHOYNG, MOU UMOPEITE va BpPeiTe
oT0 O1adiKTUO. ZUYKEKPIPEVA, akoAouBoUv odnyieg eykaTaoTaonc/dlaxeipionG Tou epyaAsiou
«Kleopatra» Tou Aoyiopikou «Gpg4win» To onoio unooTtnpilel To «OpenPGP» npdTuno

KpuUNTOYPAPNONG.

A. 0dnyieg yia To «kaTtéBacpa>» Tou AoyIoHIKOU «Gpg4win>» ano To
diadikTuo

EniokepBeite TNV 10T00EAIdA «http://www.gnupg.org» kai emIAéETE and To Pevou «Related
software > All».

>Tn AioTa nou su@aviletal Bpeite kal eMAEETE To ANivk «Gpg4win [Windows] INST».

21N vea 10TtooeAida (http://www.gpg4win.org/) emAegTe TO NANkTpo «Download Gpg4win»
(OeiTe TNV 000VN Nou akohouBei)



http://www.gpg4win.org/

About Gpgdwin ‘ Documentation ‘

Community
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Download
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News

2014-11-28
B Gpgdwin 2.2.3 released

2014-00-04
# Gpgdwin 2.2.2 released

2014-02-14

& Gpgdwin 2.2.2-beta
released

Older messages in news archive.

Gpg4win - a secure solution...

_.. for file and email encryption. Gpgdwin (GNU Privacy Guard for Windows) is Free Software

and can be installed with just a few mouse clicks.

Discover Gpg4win

Learn what Gpgdwin is and read more about

the features of our solution!

About Gpgdwin »

Getting started

illustrative Gpgdwin Compendium

Go to the Gpgdwin Compendium »

We help you to use Gpgdwin. Learn the basics
about Gpg4win and get in the world of
cryptography. The best point to start is with the

Join the community

Gpgdwin is Free Software. Join the

community! WWe recommend subscribing to the

Gpgdwin announcement mailing list to be

automatically informed about new releases
and other important Gpgdwin news.

Go to the community »

EpgavileTal n napakatw obovn oTnv onoia Npénel va eMIAEEETE To NANRKTpo «Gpg4win 2.2.3
(Size: 30 MByte)» nou 6a PBpeite kdTw and Tnv npwTtn emioyn «Gpg4win 2.2.3
(Released: 2014-09-04)>.

Home » Download

Download

Changelog

About Gpgdwin Documentation

Community

Ei3 English A

— E

Gpg4win 2.2.3 (Released: 2014-09-04)

You can download the full version (including the Gpgdwin compendium) of Gpgdwin 2.2.3 here:

Gpgdwin 2.2.3

Size: 30 MByte

OpenPGP signature (for gpgdwin-2.2.3 exe)
SHA1 checksum (for gpgdwin-2.2.3.exe): 8£4be193852d510214beeé5e296a0ebdeeafiba

More Gpg4win-2.2.3 variants

+ Gapodwin without Kleopatra and Goadwin Compendium:

Gpgdwin 2.2.3 contains

GnuPG 2.0.26
Kleopatra 2.2.0-git94!
GER 0.9.6

GpgOL 1.2.1

GpgEX 1.0.1

Claws Mail 3.9.1
Eompendium (de) 3.0.0
Compendium (en) 3.0.0




©a gu@avioTel To NApAkATw Napabupo anod To onoio NPENEl va eMIAEEETE To NANKTPO «Save»
YIa va KaTeRACETE Kal va anobnkeUoETe To apxeio «gpg4win-2.2.3.exe» £ykaTaoTaong Tou
AOYIOHIKOU TOMIKA OTOV UMNOAOYIOTT OdC.

Do you want to run or save gpgdwin-2.2.3.exe (29,0 MEB) from files.gpg4win.org?

Run Save hd Cancel

B. 0dnyieg eykaraocraon Tou diaxeipioTikoU epyaleiou «Kleopatra» Tou
AoyioHIKoU «Gpg4win>»

>To apxeio «gpgd4win-2.2.3.exe» Mnou EXETe anoBnkeUoesl Tonika OTOV UMOAOYIOTI) 0dag
KavTe Oe&i KAIK Kal eMIAéETE «Run As Administrator». ©a gugavioTei n akdéAoudbn 0Bovn:

Gpg4win Setup ==

'y
GPG\\ iN Welcome to the installation of
Gpg4win

Gpg4win is a installer packaage for Windows for EMail and file
encryption using the core component GnuPG for Windows,
Both relevant cryptography standards are supported,
OpenPGP and 5/MIME, Gpg4win and the software induded
with Gpg4win are Free Software,

Click Mext to continue.

This is Gpg4win version 2.2.3
file version 2.2,3,59129

release date 2014-11-25

EriAéETe «Next». Oa sygaviaTei n akdhoudn oBdvn:



License Agreement
This software is licensed under the terms of the GMU General
Public License (GPL).

Press Page Down to see the rest of the agreement.

Gpg4win consist of several independent developed packages, available under
different license conditions. Most of these packages however are available
under the GMU General Public License (GMU GPL). Comman to all is that they
are free to use without restrictions, may be modified and that modifications
may be distributed. If the source files {i.e. gpgdwin-src-x.y.z.exe) are

distributed along with the binaries and the use of the GMU GPL has been
pointed out, distribution is in in all cases possible,

What follows are the terms of the GMNU GPL; for a list of individual

copyright and license notices please see the installed README file.
W

In short: You are allowed to run this software for any purpose. You may distribute it as long
as you give the recipients the same rights you have received.

Mullsaft Install System v2, 46-7

EriAéETe «Next». Oa gugaviaTei n akdhoudn oBovn:

Choose Components
Choose which features of Gpg4win you want to install.

Chedk the companents you want to install and unchedk the components you don't want to
install. Click Mext to continue,

Select components to install: GEnURG Fli}es_?ﬂpton

B ot
[cra see jts descripkion,
GpgoL

GpgEx

[] clawsMail

Gpg4win Compendium

Space reguired: 93, 4MB

Mullsoft Install Swstem w2, 46-7




>Tnv 08ovn autr dinAa anod Tnv neplypagn «Select components to install» «EeTikapeTe»
OAeG TIG emAoyég EKTOZ ano tnv enidoyr| «Kleopatra».

EriAéETe «Next» yia va ouvexiosTe. ©a sy@avioTei n akdAoudn o8ovn;:

Choose Install Location
Choose the folder in which to install Gpg4win.

Setup will install Gpg9win in the following folder. To install in a different folder, dick Browse
and select another folder. Clidk Mext to continue.

Destination Folder

C:\Program Files (x88)\GHNUNGRUPG

Space reguired: 57.4MB
Space available: 362.6GE

Mullsoft Install Svstem v, 46-7

EriAéETe «Next». Oa gyqaviaTei n akdhoudn oBovn:



Install Options
Start links

Please select where Gpg4win shall install links:

[ ] start Menu

[+] Desktop

[ ] Quick Launch Bar

(Only programs will be linked into the quick launch bar.)

Mullsaft Install System v2, 46-7

Installation Complete
Setup was completed successfully.

Mullzaft Inskall System w2, 46-7




EriAéETe «Next» yia va OAOKANPWOETE TNV eykataoTtaon. ©a ygpaviaTei n akoAoudn oBovn:

Completing the Gpg4win Setup
Wizard

Gpg4win has been installed on your computer.

Click Finish to close this wizard,

[ ]show the README file

Click here for the project's homepage

EniAéETe «Finish». H eykataoTaon £xsl 0AokANpwOei!

ENOTHTA 2: OAHI'IEZ XPHZHZ TOY AIAXEIPIZTIKOY EPrAAEIOY
«KLEOPATRA>»

A. AHMIOYPI'TA AHMOZIOY KAI MYZTIKOY KAEIAIOY (RSA)

And Tnv 00dvn TnG epappoyng enmiAéETe and To pevou «File» Tnv emoyry «New
Certificate...».



File View Certificates Tools Settings Window Help

Bhy| New Certificate... Ctrl+N Lgdmby (. Stop Operation ‘ @& Lookup Certificates on Server
@ Lookup Certificates on Server... Ctrl+ Shift+!

|I'"'I',|I Certificates
[z Import Certificates... Ctrl+| rtificates |

23 Export Certificates.. T | Valid From | Valid Until | Details

(i Export Secret Keys...
[ifa Export Certificates to Server. Ctrl+Shift+E

@ Decrypt/Verify Files...
Sign/Encrypt Files...

Create Checksum Files...
Verify Checksum Files...

@ Close Ctrl+W

Quit Ctrl+Q

ol

©a epeaviaTei n akdAoubn oBovn oTnv onoia KaAsioTe va eMAEEETE Tov TUMO Tou Cellyoug
KAEIDIOV — ONUOCIO Kal MUCTIKO - nou BEAeTe va OnuioupynoTe. EOw eniAéyeTe «Create a
personal OpenPGP key pair»:

Choose Certificate Format

Flease choose which type of certificate you want to create,

&) Create a personal OpenPGP key pair
OpenPGP key pairs are created localy, and certified by your friends and
acquaintances. There is no central certification authority; instead, every

individual creates a personal Web of Trust by certifying other users' key
pairs with their own certificate.

Create a personal X.509 key pair and certification request
¥.509 key pairs are created locally, but certified centrally by a certification

authority (CA). CAs can certify other CAs, creating a central, hierarchical
chain of trust.




©a sy@avioTei N Napakatw odovn, oTnv onoia NPENel va cUPNANPWOosTe Ta nedia «Name,
EMail»:

Enter Details

Flease enter your personal details below, If you want more control over the certificate
parameters, dick on the Advanced Settings button.

Mame: I Full Mame (required)

EMail: I Customer @email.com {required)

Comment: I (optional)

Full Mame <Customer@email. com =

ﬂd’ﬁ.l'a"ICEdSEttl"lgsl

EriAéETe «Next» yia va ouveyioeTe.



Review Certificate Parameters

Please review the certificate parameters before proceeding to create the certificate.

Mame: Full Mame
Email Address: Customer @email.com

[~ show all details

©Oa sy@avioTei N napanavw o8ovn oTnv onoia Npenel va sNIAEEETE To NANKTPo «Create
Key>».



Creating Key...

‘four key is beir E

The process of To foster this
Process, you C . . i it itself does not
matter - only 4 wund with your
mouse, or star

©a gu@avioTei To Napanavw napabupo GTo ornoio NPENEI va EI0AYETE TN GpAcn — KAEIdi yia
TO MUCTIKO KAEIBi oac! EmAEETe «OK>» kal epgavileTal veo napabupo yia va &ava- sioayeral
TN @paacn — KA€IdI.

Please re-enter this passphrase
| Passphrase |

EriAéETe «OK>» yIa va OUVEYIOETE.



Key Pair Successfully Created

‘four new key pair was created successfully, Please find details on the result and some
suggested next steps below.

—Result

Certificate created successfully,
Fingerprint: EE1ABA222FF00B99451CB6 20A356604C07F 36804

—Mext Steps

Make a Backup Of Your Key Pair. ..

Send Certificate By EMail. ..

Upload Certificate To Directory Service. ..

Eugaviletal n napandvw oBovn pe Tnv onoia emBeBai®veral n emTUXNG dnyioupyia Tou
dnuoaoIou Kal JUCTIKOU KAEIdIoU. ENIAEETE «Finish» yia va enioTpéwete aTnv apxikn odovn.

B. EZArQrH AHMOZIOY KAEIAIOY (RSA)

Ma va e€ayetal To dnUOaTIo KAEIDI NOU EXETE ONMIOUPYNOEl UE OKOMO VA TO AMNOCTEIAETE OTNV
Tpanela yia va TO XPNOIKOMOINCEl OTNV anokpunToypagnon Tou PGP apyeiou nou 6a
OnNMIOUPYNOETE, aKOAOUBNOTE Ta NApakaTw Bridara:

EriAéETE ano Tnv apyikn oBovn, ano Tn Aiota Tng kapTéhag «My Certificates» To (elyoc
KA€IDI0U Mou £XETE dNUIOUPYNOEI Kal HETA EMIAEETE and To pevoU «File» Tnv emiloyr] «Export
Certificates...».



File View Certificates Tools Settings Window Help
[ New Certificate... Ctrl+MN edisplay g Stop Operation | &% Lookup Certificates on Server

@ Lookup Certificates on Server... Ctrl+Shift+I IMY Cortificates
[z Import Certificates... Ctrl+! hiﬁGtES I

Valid From Valid Until
2015-02-09

Certificates... Ctrl+E
[£5 Export Secret Keys...
@ Export Certificates to Server. Ctrl+5hift+E

@ Decrypt/Verify Files...
Sign/Encrypt Files...

Create Checksum Files...
Verify Checksumn Files...

@ Close Ctrl+W

Quit Ctrl+Q

3l

©a sueavioTei To napakdTw napadupo:

@ - 4 H « Kleopatra » Keys v O Search Keys

Organize - Mew folder

{{ Favorites [Date modified

= Desktop Mo items match your search,
Downloads
5l Recent places

18 This PC
LE Desktop
LE Documents
Li Downloads
LB Music
LE'I Pictures
| B Videos
iy OsDisk (C:)

File name: ‘ CustomerPublicKey.asc

Save as type: ‘ OpenPGP Certificates (*.asc *.gpg *.pap)

(! Hide Folders




Edw €nIAEéETE Tov KATAAOYo OTOV 0Moio BEAETE va anoBnkeUOETE TO APXEI0 WE To dnuoOaIo
KA€1Bi. 2Tn ouvexela oupnAnpwoTe oTo nedio «File name» To Ovoua kal Tnv KataAnén Tou
apxeiou (.asc) oto onoio Ba anoBnkeuTel To ONUOCIO KAEIDi Mou BEAETE va €EAyeTE M.X.
«CustomerPublicKey.asc» kal natiote «Save». To Onuooio KAEIdi €xel  anoBnkeuTei!
(EEayopevo apyeio: CustomerPublicKey.asc)

B. EZAIQrH MYZTIKOY KAEIAIOY (RSA)

Ma va eEayetal To MUOTIKO KAEIDi Mou ExeTe OnUIOUPYNOEl WE OKOMO yid vd ToO
XPNOIJONOINOETE and Tnv e@appoyn «PayAll» n onoia To xpeidleTal yia va KpUNToypaPnoel
Kal va mioTonolnosl yngiaka To PGP apyeio nou 6a dnuioupynoel, akoAouBnoTE Ta NApakaTw

Bruara:

EmAeETe and Tnv apxikny 08dvn, and Tn Aiota Tng kapTéhag «My Certificates» 10 (eUyog
KA€IDI0U Mou £XETE DNMIOUPYNOE! Kal HETA EMNIAEETE and To pevou «File» Tnv emiloyr] «Export
Secret Keys...».

™ Kleopatra = B

File View Certificates Tools Settings Window Help

I&-ﬁ Mew Certificate.. Ctrl+M edisplay 0 Stop Operation | @ Lookup Certificates on Server =
@ Lookup Certificates on Server... Ctrl+Shift+| |M‘f’ Certificates j
[z Import Certificates... Ctrl+l rtificates | ™
5 Export Certificates.. Ctrl+E Valid From Valid Until Details

= 07F,
P Export Secret Keys... om 2015-02-09 OpenPGF
ﬁ Export Certificates to Server.. Ctrl+5Shift+E

=i Decrypt/Verify Files...
= Sign/Encrypt Files...

&

Create Checksum Files...

Verify Checksum Files...

€ Close Ctrl+W
Ed Quit Ctrl+Q
4 | ﬂ

Oa ep@avioTei n napakatw o0ovn, oTnv onoia npénel va emIAEEETE Ta €ENC: apxika

i
«ToeKApeTe» TNV €mioyn «ASCII armor» kal €V OUVEXEIa EMIAEETE TO NANRKTPO Q dinAa anod
TNV nepiypagn «Output file».



Please select export options for Full Mame <Customer @email, com =
(07F3530A):

Output file: |

v ASCIT armar

©a gu@avioTei To NapakdTw Napabupo GTo onoio NPEnel va eMAEETE ToV KATAAOYO OTOV
ornoio BEAETE va anoBnkeUOETE TO APXEIO HE TO HUCTIKO KAEIDI. TN CUVEXEIQ CUMNANPWOTE
oTo nedio «File name» To 6vopa kai Tnv katdAn&n Tou apyeiou (.asc) aTo onoio Ba
anoBnkeuTei To dnUooIo KAEIDI Mou BEAETE va eEayeTe n.x. «CustomerSecretKey.asc» kal
naTnoTe «Save».

* 4 | « Kleopatra » Keys v ¢ Search Keys
Organize « Mew folder EE

| Actimize Date modified
| Deployments

U DIAS_payments Mo iterns match your search.

L latest¥MLfiles

_L| muonetary trans

L old

L Payall
| bulgaria
L cyprus
| Greece
L pirlogos
| PIRBANK

L stuff

L temp ol S

File name: ‘ CustomerSecretey.asc

Save as type: ‘ Secret Key Files(*.gpg *.asc *.p12 *.pemn *.pgp)

(= Hide Folders

©a eugavioTei n nponyoUWevn 000vN PE GUUNANPWHEVN TNV TIUR Tou nediou «Output file»
onou npénel va enmAeEeTe «OK» yia va OUVeXIOETE.



" Export Secret Certificate ?

Please select export options for Full Mame <Customer @email, com =
(07F3530A):

QOutput file: |_ﬁIetg.rpe,.'k]enpatajKeystusb:merSeaeﬁiey.asc Q L3
[v ASCII armor

Ok Cancel

Téhog, epgavileTal To napakdtw napadupo eniBePainong dnuioupyiag Tou PUaTIKOU KAEIdIoU.

™ Secret Key Export Fi... ?

ﬁ secret key successfully exported.

W OK

EriAéETE «OK>» yia va eNIOTPEYETE aTNV apxikr 0dovn.

ENOTHTA 3: OAHI'IEZ KPYINTOINPA®HZHZ APXEIOY KAI NIZTOMNOIHZHZ
TOY ANOZTOAEA ME THN WH®IAKH YINMOIrPA®H TOY

A. EIZArQrH Toy AHMOZIOY KAEIAIOY (RSA) THZ TPAMNEZAZ zTO
AIAXEIPIZTIKO EPIrAAEIO

Ma va €iodyete 1o dNUOOIO KAEIDI NOU 0ac €xel KOIVOMOINOEl N Tpanela Pe okond va To
XPNOILOMOINCETE OTNV KPUMNTOYPAPNON TOU APXEIOU NOU EXETE ONUIOUPYNOEl, akoAoubraTe Ta
napakaTw Prjuara:

EriAéETe anod To pevol Tng e@appoyng «File» Tnv emidoyr) «Import Certificates...».



File View Certificates Tools Settings Window Help
25 Mew Certificate... Ctrl+N edisplay g Stop Operation | &% Lookup Certificates on Server

&8 Lookup Certificates on Server... Ctrl+Shift+1 |M\" Certificates

B Import Certificates... rtificates |

(i3 Bxport Certificates... Ctrl+E | Valid From | Valid Until | Details
2015-02-09 OpenPGP

(13 Export Secret Keys...
ﬁ Export Certificates to Server... Ctrl+5Shift+E

Decrypt/Verify Files...
Sign/Encrypt Files...

Create Checksum Files...
Verify Checksum Files...

© Close Ctrl+ W

Quit Ctrl+Q

‘]

Epgaviletal To napabupo and To onoio Ba npEnsl va emAEEETE TO dNuOOCIO KAEIDI TNG
Tpanelac.

* 1 . e« Keys » PiraeusBank v Search PiraeusBank

Organize = Mew folder

. Mame Date modified
S'.\( Favorites

B Desktop | D Piraeus Bank Payments.asc 28112014 12224 pp ASC
Li, Downloads
"5l Recent places

18 This PC
LE Desktop
LE Documents
Li Downloads
Lﬂ Music
LEl Pictures
| B Videos
i, 0sDisk (C:)
cw Mew Volume (D)

v £

File name: | Piraeus Bank Payments.asc w | ‘ Certificates (*.asc *.cer *.cert *.c ¥ |

| Open | ‘ Cancel |




EniAéETe «Open». Oa gu@avioTel To NApakaTw napabupo eniBePaiwonc TNG €NITUXNHEVNG
€10aywynG Tou dnHOaciou KAEIBIOU 0TV £QAapoyn.

Total number processed: 1
Imported: 1

o Detailed results of importing C:\temp'Keys\PiraeusBank\Piraeus Bank Payments. asc:

EnIAEETE «OK>».

Eile VWiew Certificates JTools 3Settings Window Help

<gi Import Certificates || Export Certificates | e Redisplay 3 Stop Operation ‘ @8 Lookup Certificates on Server

| search... <ate+> [l Certificates =]

19| | Tiusted Certificates | Other Certificates | Imported Certificates | Imported Certificates  Imported Certificates | 4| » |
Name | E-Mail | validFrom | validunti | Details |

“iPiraeus Bank Payments payments@piracusbank.gr 2014-11-03, OpenPGP D787

To dnuoaoio kAsIdi TNG Tpanelag xel eiloaxBei enmuywc!



B. KPYNTOMPA®HZH TOY APXEIOY ‘H KAI NMIZTOMOIHZH THZ
TAYTOTHTAZ TOY ANMOZTOAEA ME THN WH®IAKH YINOIrPA®H

Ma Tnv KpunToypapnaon Tou apxeiou f kal TNV MIGTONOoINGN TNG TAUTOTNTAG TOU anoGTOAED

ME TNV Yn@Iakn unoypagr Tou, akoAouBnaoTe Ta NnapakdTw BrpaTa:

EriAéETe and To pevol Tng epapuoync «File» Tnv emidoyr «Sign/Encrypt Files...».

g |

Kleopatra

_ SN

Iuﬁ New Certificate...

File View Certificates Tools Settings Window Help

Ctrl+N edisplay 6 Stop Operation ‘ &% Lookup Certificates on Server »

@8 Lookup Certificates on Server...
[z Import Certificates...

Ctrl+Shift+!

Ctrl+| orted Certificates I Imported Certificates

IAII Certificates

Imported Certificates I 4| 3 |_!_

-

(a5 Export Certificates...
1 Export Secret Keys...
@ Export Certificates to Server..

Ctrl+E

sushank.gr

Ctrl+5Shift+E

=7 Decrypt/Verify Files...
m=| Sign/Encrypt Files...

Create Checksum Files...

Verify Checksurn Files...

€ Close

Ctrl+W

B4 Quit

Ctrl+C)

‘

Valid From
2014-11-03

Valid Until

Details

EpgavileTal To napdbupo and To onoio Npenel va eMIAEEETE ToMIKA and Tov UMOAOYIOTH 0ag
To XML apygio nou €XETe dNUIOUPYNOEl OUPPWVA HE TIC Npodiaypapeg Tne Tpanelac!



T « Kleopatra » XML File v O Search XML File

Organize « Mew folder

5} Favorites Mame Date modified

B Desktop = PRS_C_YYMMDDMNMN. XML 5/2/20151:31 pp
j Downloads
(E Recent places

18 This PC
j Desktop
E Documents
j Downloads
,ﬂ Music
,_El Pictures
[ & videos
i, OsDisk (C:)
ca Mew Volume (D)

v £

File name: | PRS_C_YYMMDDNNN.XML v| | AllFiles ()

| Open

EnINéETE «Open».

Epgavietal n  napakatw o000vn oTnv onoia npénel va EenIAEEETE OTI BéAeTe va
KPUNTOYPAPNOETE 1 KAl va MICTOMOINOETE TAUTOXPOVA TO APXEI0 Mou eMIAEEaTE. EMopévwg,
MMOPEITE va eMINEEETE:

1. «Sign and Encrypt (OpenPGP only)» . ENIAéETe «Next».



What do you want to do?
Please select here whether you want to sign or encrypt files,
Selected file:
* C:\temp'Piraeus Bank WML File\PRS_C_YYMMDDMMMN, XML
[T archive files with: ITAF'. (PGPE-compatible) =]

Archive name (OpenPGP): n\piraeus Bank XML File\PRS_C_YYMMDDNNN,XML. tar €3 Ig,l

Archive name (S/MIME): |piraeys Bank XML File\PRS_C_YYMMDDNNN, XML tar.gz €3 [g,|

f+ Sign and Encrypt (OperPGP only)
™ Encrypt

™ Sign

[T Text output (ASCII armor)

[T Remove unencrypted original file when done

Epgaviletal n napakatw o8dvn and Tnv onoia npenel va eMIAEEETE Ta €ENG: To KAEIDI
yla Tov onoio npoopileTal To kpunToypapnuévo apxeio (dnAadr To dnuoOacio KAEIDI
NG Tpdnelac) kal To YUOTIKO KA€Idi oag Pe To onoio Ba yivel n nigTonoinon Tng

. . . . . W Add .
TAQUTOTNTAG TOU ANOCTOAEA Kal PETA va ENIAEEETE TO NANKTPO waoTE va

EVNUEPWOETE TNV AiOTa Nou gpgavileTal KaTw ano To NANKTPO. AsiTe TIC 00OVEG Mou
akohouBouv.



For whom do you want to encrypt?

Flease select for whom you want the files to be encrypted. Do not forget to pick one of your
own certificates.

| search... All Certificates |

Yalid From
Piraeus Bank Test Payments testpayments@piraeusbank.gr 2014-11-03
Full Name Customer@email.com 2015-02-09

W Add | 4k Remove

E-Mail Valid From Valid Until




For whom do you want to encrypt?

Flease select for whom you want the files to be encrypted. Do not forget to pick one of your
own certificates.

| search... [l certificates |

Mame b E-Mail Valid From

Piraeus Bank Test Payments testpayments@piraeusbank.gr 2014-11-03
Customer@email.com 2015-02-09

W Add | 4k Remove |

Mame i E-Mail

Customer@email.com 2015-02-09

EriAéETe «Next».



Who do you want to sign as?

Flease choose an identity with which to sign the data.
¥ sign with OpenPGP

™ sign with 5/MIME

OpenPGP Signing Certificate:

IFuII Mame «<Customer @email.com= (07F36304)

¥ Remember these as default for future operations

@a su@aviaTei N napanavw obovn oTnv onoia eniAeyeTe «Sign & Encrypt».



Results

Status and progress of the crypto operations is shown here,

OpenPGP: PRS_C_YYMMDDMNNN, XML

) pinentry

“Full Mame «<Customer @email.com ="
2043-bit RSA key, ID 07F 36804,
created 2015-02-09,

|ﬂ Please enter the passphrase to unlock the secret key for the OpenPGP certificate:

Passphrase |

[¥ Keep open after operation completed

EpgavileTal To napandvw napabupo GTo onoio NPENel va CUPNANPWOETE Tn ppdon —
KA€I0i TOU JUGTIKOU KAEIDI0U 0ag. EMIAEETE «OK».,



Results

Status and progress of the crypto operations is shown here,

OpenPGP; all operations completed,

[¥ Keep open after operation completed

EpgavileTal n napanavw o0o6vn eniBeBaiwong OTI To apxeio KpuNToypa@ndnke Kai
£yIVE n migToNoINOT TNG TAUTOTNTAG eNITUXWC! EMIAEETE «Finish» yia va emoTpéweTe
TNV apyikrn obovn.

«Encrypt>» kai eniAéETe «Next».



What do you want to do?
Please select here whether you want to sign or encrypt files,
Selected file:

* C:\temp'Piraeus Bank WML File\PRS_C_YYMMDDMMMN, XML
[T archive files with: ITAF'. (PGP E-compatible) ;I

Archive name (OpenPGP): n\piraeus Bank XML File\PRS_C_YYMMDDNNN,XML. tar €3 I:"‘,l

Archive name (S/MIME): |piraeys Bank XML File\PRS_C_YYMMDDNNN, XML tar.gz €3 I:“‘,l

" Sign and Encrypt (OperPGP only)

f+ Encrypt
™ Sign

[T Text output (ASCII armor)

[T Remove unencrypted original file when done

Epgavietal n napakatw 006vn anoé Tnv onoia npénel va eMIAEEETE ToO KAIdi yia Tov
onoio npoopileTal To KpunToypapnuevo dapyeio (dnAadny To Onuooio KAEIdi TNG

TPAnelac) Kal META va €MIAEEETE TO NARKTPO ¥ Add WOTE VA EVNUEPWOETE TNV

AioTa nou spgavileTal KATw ano To NANKTPO. AsiTe TIG 000VEC nou akoAouBoUv.



For whom do you want to encrypt?

Flease select for whom you want the files to be encrypted. Do not forget to pick one of your
own certificates.

| search... Al Certificates |

E-Mail Valid From
™ Piraeus Bank Test Payments testpaymentsi@piracusbank.gr 2014-11-05

W Add | 4k Remove

E-Mail Valid From Valid Until




For whom do you want to encrypt?

Flease select for whom you want the files to be encrypted. Do not forget to pick one of your
own certificates.

| search... [l Certificates |

Mame S E-Mail Valid From
Firaeus Bank Test Payments testpayments@ piraeusbank.gr 2014-11-05

| o]

W Add | 4k Remove |

Mame S E-Mail Valid From
i Piraeus Bank Test Payments testpayments@piracusbank.gr 2014-11-05

EriAéETe «Encrypt» yia va OuvexioeTE.



Results

Status and progress of the crypto operations is shown here,

OpenPGP; all operations completed,

[¥ Keep open after operation completed

Epgaviletalr n napandvw oBdvn enmiBeBaiwong OTI TO aPXEI0 KpunToypa@ndnke
emTuXwc! EmAEETE «Finish» yia va enioTpEWeTe otV apxikr 00ovn.



ENOTHTA 4: MAPAPTHMA

TI EINAI TO PGP

1. EIZArQrH

To Aoyiopiko Pretty Good Privacy (PGP), €ival &va AoylOUIKO KpunToypdgnong uwnAng
ao@aisiac. To PGP emitpénel Tnv avraAiayn apxeiov kal pnvupatwv diac@alifovrag To
anoppnTo kAl MICTOMOIWVTAG TNV TAUTOTNTA O ouvdUaopO WE TNV €UKOAIa AsiToupyiac.

Alao@alion Tou anoppnTou onuaivel 0TI JOVO AUTOC yia TOV OMoio NpoopileTal &va prvuya
givar 1kavog kai va 1o diapacel.

MoTonoinon Tng TauTOTNTAC onuaivel OTI oTa PnvUPaTa MoToNoIEiTal n TauToTNTA TOU
anooToAga (dnNAadr OTI TO OUYKEKPIPEVO HNVUMA €Xel NpdyuaTi npoéABel and To dToho mnou
IOXUPICETAI OTI TO £OTEIAE).

To PGP ouvdualel TNV €UkoAid TOU «KPUMTOOUGTHHATOG» RSA Onuociwv KAEIOIOV PE TNV
TaxUTNTa TNG OUPPATIKAG KpunToypdpnong, M Tn duvatdTnTa enicUvayng kai dnuioupyiag
YNPIaKWV unoypagwy, Kabwg Kal PE Tn oupnieon Twv OedOUEVWV NPIV TNV KPUNTOYPAPNaon.

2. NQZ AEITOYPTEI TO PGP

Ag Bewpriooupe OTI KAMOIOG anooToAEag BENel va oTeilel éva privupa alAa dev BéAel va To
OlaBacsl  kavévag GAANOG €KTOG and Tov nApaAqnTn. XTad OUPPATIKA  «OUPMETPIKG
«KPUMNTOOUOTNMATA», TO i010 KAEIDI XXpNnOIKOMOIEiTAl TOOO YId TNV KpunToypdpnon 000 Kal
yla Tnv anokpunToypagnon. AUTo onuaivel 0TI To koivO KAeidi Ba npénel  katapxnv va
peETad0BEl pEoa anod eva acPalég kavaNl ENIKOIVWVIAG, WOTE kal Ta dUO PEPN va yvwpilouv To
KoIVO KAEIOi kpunToypd®nong/ anokpunToypagpnonc.

KaTa avTigToixia, 0Ta «KpunToouoTHuaTa» Onuociwv KAsdIov (onwg eivai To PGP) oTtnv
KpUNTOYpA®NON OUYHETEXOUV OUO  KA€IdId. 'Eva Onuooio  KAEIdi Mnou  PETAQEPETAl
onuoaia (public key) kai €éva puoTikd (private key) To onoio noté de yeradideral. To private
KA€IDi pnopel va anokpunToypa@nosl Ta Pnvipata nou KpuntoypagouvTtal JE To dnuOaio
KA€IDi kal To OnUOCIO KAEIDI anokpunToypa®ei Ta PUnvUuaTa nou kpuntoypapnenkav Pe To
private key. 'Evac anooToAéag Aoinov Wnopei va Xpnoidonoinoel 1o dnuooio KA Tou
NapaAnnTn yid va KpUNTOYPAPROEl TO WRAVUPA KAl 0 NapdAnnTng Xpnoidonolsi Ye Tn oeipd
TOU TO aVTIOTOIXO HUOTIKO TOU KAEISi yia va anokpunToypa®noel To Jrivupa. Kavévag aAhog
€KTOG anod Tov NapaAnnTn Oev UMOPE va anokpuNToypaproel To PAVUKA yiaTi kavévag aAhog
Oev £€xel npooBaocn OTo ToUu HUOTIKO KAeidi. EmnAéov undapxel kai n duvartoTnTa
MIOTONOINOING TOU AnooTOAEd Tou UnvUPaToC. To HUOTIKO KAEISi TOU anooToAéa pnopei va
XpnoigonoinBei TOOO yia TNV KpunToypd®non Tou WNvVUPATOG 000 Kal yid TNV WnQIakn
unoypa®n Tou. Me auTd Tov Tpono OTav dnNMIOUPYEITAl N YnPIakr unoypagr) Tou PNvUPATog
0 napaAnnTng r onoloodnnoTe AAAOGC Hnopei va eAEyEel TNV €ykUpOTNTA TNG WNQIAKNAG
unoypagng, XPNoILonoiwvVTag To OnWocio KAEIdi Tou anooToAéd. AUTO anodeikvuel OTI O
anooTOAédC ATAV O MPAyMaTIKOG OnMIOUPYOG TOU WNVUMATOC Kal OTI TO HRAvUpa Ogv
aloiwBnke and kanoiov evdidyeco (yiati POvo O anooToAéag €xel oTnV KaToxny Tou TO
MuoTIkO KAeldi nou nmapriyaye Tnv  unoypagn). Eniong, n  nAaotoypdgnon  evog



unoyeypaupévou pnvupatog dev sival ikt (yiati ToTe dev Ba pnopolaos va enikupwdei To
MAVUPA o ouvOuaouo PE TNV YngIakn unoypagn).

Eniong o1 duo napandvw diadikacieg pnopoUv va ouvduacToUv yid Tnv napoxn Tng
dlaopAaMNiong Tou anoppnTou aAAd Kal TNV nioTornoinon TnG TauTdTNTAG aPou KNopEi KAnoiog
NPWTA VA UNOYPAYEl £va PAVUPA JE TO JUCTIKO KAEIDI TOU Kal HETA va TO KPUNTOYPAPrOEl JE
To Onuooio kAeldi Tou napaAnntn. O napaAqnTnNG avTIoTPEPEl auTtd Ta PBruara
anokpuNTOypa@wWVTac NPWTA TO PNVUHUA HE TO HUOTIKO KAEIDI TOU Kal KATOMIV EAEYXEl TNV
Yneiakn unoypa®r Me To ONMOCIO KAEIdi Tou anooToAéd. Ol OUYKEKPIWEVEC OIadIKagieg
yivovTal autopaTa anod To PGP AoyIOHIKO ToU napaAnnTn.

3. MPOZTAZIA AHMOZIOY KAEIAIOY

Se €va «kpunToouoTnua» dnuoaiwv KAEIdI®V Onwc To PGP dev undpxel avaykn npooTaaciac
Twv dnUooiwv KAEIdIKV. To onuavTikd nou Xpeialetal va diacpaileTal €ival n nioTonoInyevn
avTIoToiXIoN Tou dnuoaiou KAEIDIOU e Tov napaAnnTn.

4. NMPOZTAZIA MYZTIKOY KAEIAIOY

H npooTacia Tou puoTikoU KAEIBI0U Kal TNG ppacnc-kA€Idi Tou, ival onuavTikr diadikacia Kai
xpeialeTal va 0oBei pueydhn npoooxn. Eav To puoTikd pag kAeidi xabei rj néosl oe AaBog XEpia
0a npenel va eVNUEPWOOUWE APETa OAOUG TOUC EUNAEKOUEVOUG,.

5. ANTAAAATH KAEIAIQN TPAIMEZA - OPTANIZMOZ

Ma va yivel avraiiayn apxeiov avageoa otnv Tpanela kai Tov Opyaviouo, €ival anapaitnTo
va yivel npwTta n avralhayn Twv dnuooinv KAEIDIOV TpAanelag - opyaviopou (Onwg Exel
nepIEYPAPNKE napanavw). H ouykekpipévn avtaliayr KAEIDIoV AapBavel xwpa PETAEU Twv
oplopévmv uneuBuvwy Tpanelac kal opyaviopou.



